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1. [bookmark: _Toc129677499]Introduction 
1.1 [bookmark: _Toc129677500]The challenge	Comment by Eva Sophie Paulusberger: Proposal must be updated, so that information can be transferred. New proposal including all information reg challenges should be sent to whole consortium.

[bookmark: _Toc129677501]1.2 Project objectives 	Comment by Eva Sophie Paulusberger: Proposal must be updated, so that information can be transferred. New proposal including all information regarding objectives should be sent to whole consortium.

[bookmark: _Toc129677502]1.3 Legal basis 
Article 6. Exceptions to Open Data Principles	Comment by Eva Sophie Paulusberger: Text suggestion; content to be drafted can refer to this text 
1. As an exception to the Open Data Principles defined in Article 4 above, the Data Owner or Data Provider may impose to specific Users or User Groups exceptional accessibility regimes that restrict access to specifically identified chemical monitoring data.

2. Exceptional accessibility regimes can be imposed in the following cases, provided that they are based on legislation or regulatory sources or on contractual obligations:

a.	Protection of personal data: Chemical monitoring data retrievable through the IPCHEM platform, may contain data relating to individuals who are identified or identifiable, directly or indirectly, and therefore those data are personal data. The Data Provider or Data Owner bears the full responsibility for ensuring that the data supplied to IPCHEM are compliant with personal data protection rules. Data Providers or Data Owners are responsible to anonymise or pseudonymise information provided to IPCHEM. They commit themselves to notify to the IPCHEM team if they intend to provide pseudonymised (personal) data in order to allow following adequate procedures. Prior to rendering data sets public, data from which individuals can be directly or indirectly identifiable shall be aggregated in order to ensure that data are properly anonymised and therefore are not considered personal data in accordance with data protection legislation.

Specific provisions related to personal data, including human biomonitoring data are described in Article 9.
	
b. Protection of licensing conditions, commercial interests and intellectual property rights: Data made available to IPCHEM by a Data Owner/Data Provider may have their own data access agreements and license conditions, which partly restricts how or when European Commission can make data available to others via IPCHEM, provided that the license conditions are not
incompatible with the Open Data Principles and that they are accepted by the European
Commission. The Data Provider or Data Owner has a responsibility to inform the JRC about such licensing conditions using Annex I. The Data Owner/Data Provider license conditions will be reported or linked in the corresponding Metadata page of the IPCHEM portal. The 

Data Provider or Data Owner has also the responsibility to clearly identify data considered commercially sensitive or covered by intellectual property rights that shall not be disclosed, and to communicate the relevant information to JRC who bears the responsibility of acting accordingly.

c. Protection of contractual obligations restricting access to data. The Data Provider or Data Owner
is responsible for indicating precisely any specific contractual obligations and restrictions
regarding data accessibility stipulated by them, and for communicating them to JRC who is
responsible to handle such data accordingly.

3. In addition to the exceptions listed above, other restrictions or exceptions to the Open Data principles may also apply, as follows:

a) Protection of the public interest
Exceptions to the general Open Data Principles and their Exceptions may be imposed by binding rules, including international treaties, European Union law and national legislation for various reasons including protection of the public interest in security, defence and military matters, international relations, financial, monetary or economic policy of the European Union or the Member States, as well as protection of the privacy and integrity of individuals.

Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (Text with EEA relevance.) http://data.europa.eu/eli/reg/2018/1725/oj

b) Needs of court proceedings or legal advice
This type of restrictions encompass situations where data are used in cases adjudicated by courts or where legal advice referring to them is provided, and making them publicly available would adversely affect those procedures.

c) The purpose of inspections, investigations and audits
Similarly to point d. data can be used in other types of investigatory proceedings or audits and when their successful completion relies on non-availability of data to the public.
d) Special rules for handling sensitive data in regulatory mechanisms that govern access to data of specific types, or data held by specific institutions

4. Notwithstanding the existence of exceptional accessibility regimes in the cases laid out in paragraph
2 and 3, data may still be disclosed or accessed when necessary to comply with a number of relevant pieces of applicable legislation, including – but not limited to - the following:

a) Regulation (EC) No 1049/2001 on public access to European Parliament, Council and
Commission documents
The general Open Data Principles and their Exceptions (Articles 4 and 6) are without prejudice to the access to data that may be granted upon specific requests sent to the European Institutions under Regulation (EC) No 1049/20019 on public access to documents. In such instances a case by case assessment of the specific request and accessibility of data will be performed by the European Institutions that received the request in accordance with the provisions of the Regulation and the exceptions to disclosure contained therein.

b) Legislation providing for data sharing among EU Commission, EU Agencies and Member States 
The general Open Data Principles and their Exceptions (Articles 4 and 6) are without prejudice to cases where data are shared in a specific context such as a Scientific Opinion involving one or more different European Commission Services, EU Agencies or management of a crisis requiring data sharing between Member States, the European Commission and EU Agencies (e.g. the one foreseen in Article 55 of Regulation (EU) 178/2002)10
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Article 4. Open Data Principles	Comment by Eva Sophie Paulusberger: Text Suggestion to be Updated

1. By default, the chemical monitoring data retrievable through the IPCHEM platform shall be made available to all User Groups under the conditions of Free, Full, Open and Timely access according to the “ European strategy for data”6 and the Open Data Directive7.
2. The chemical monitoring data retrievable through the IPCHEM platform shall be made available to all User Groups as single measurement data unless one or several of the exceptions listed below in Article 6 apply, or subject to specific conditions deriving from those exceptions.
3. If single measurement data is not available, the data should be made available to all User Groups at the highest degree of detail possible, unless one or several of the exceptions listed below in Article 6 apply, or subject to specific conditions deriving from those exceptions.
4. The data shall be provided with all the necessary attributes to facilitate their interpretation and shall be accompanied by the metadata to make them usable and understandable by the user, unless one or several of the exceptions listed below in Article 6 apply, or subject to specific conditions deriving from those exceptions.
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IPCHEM is structured into four modules, according to the chemical monitoring data categorisation: Environmental monitoring, Human Bio-Monitoring, Food and Feed, Products and Indoor Air	Comment by Eva Sophie Paulusberger: Text Suggestion to be Updated
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