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Why FROST-Server?
Because we needed it

B 2015: The (H2020) OpenloT Project software... didn't work as hoped
B For a follow-up project we needed something that did work

® Right around the time STA v1.0 was being finalised

B There was no OpenSource server implementation yet

- We started work on a SensorThings Server implementation
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Why Open Source?
Because it makes sense

B Fraunhofer IOSB B Open Source (LGPL)
W Research Institute W Using FROST?
- OK

® Financed through Projects

B FROST as library in a closed-source
product?

® Not in the business of selling software... - OK

® Changing FROST?
— Release changes!

B Renowned as domain experts
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History

Seven years and counting... W 2018-04: Horizontal scalability
B 2018-04: Client-specified IDs

B 2016-02: Start of development W 2018-08: HELM chart

B 2019-01: Authentication

B 2019-07: Actuation

B 2020-02: CSV result format

B 2020-08: GeoJSON result format

B 2021-03: Deep & Distinct select

WM 2022-05: Version 2.0

W Goal: A full implementation of the STA
B 2016-07: published on GitHub
B 2016-11: v1.0 - CRUD, DataArray, MQTT
B 2016-11: MultiDatastream
B 2017-01: JSON filtering
B 2017-09: Docker support
W 2018-01: StringID & UUID Backends @ Data Model as Plugin

B 2018-02: FROST has a name! B OData Support

Batch Processing M Direct Data Streaming

M Goal reached! . . o
B 2023-08: Fine-Grained Authorisation
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Data Type Handling
Optimised for precision

B Observation/result has type Any B FROST: i?l FROSeSN:!:
B Any? Anything that is valid in JSON ® Truly type-conserving

B Number: 1.23e-3 B Type-specific ordering

¥ String: "cloudy" B Type-safe filtering

® Object: {"temp": 1.2, "clouds": true} W Precision-conserving

® Array: [1.2, 1.3, 0.9] ¥ 2.00 stays 2.00

B Boolean: truelfalse

® No-Value: null
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ID Handling
Numbers are so sequential

B Supported ID types in FROST Server
W Long (default) {"@iot.id": 12345}
W UUID {"Qiot.id": "123e4567-e89b-12d3-a456-426655440000"}

W String {"@iot.id": "http://example.org/ontology/superThing"}
B |[D generation methods

M Server defined (default)
W User defined

B Mixed

B Both configurable per EntityType
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Complex Filtering
Searching...

B Calculating with times and intervals
Observations?
sfilter=phenomenonTime gt now() sub duration'PT1H'

B Compare observation result to a property of its Datastream
v1l.0/Observations?
Sfilter=result gt Datastream/properties/threshold

B Fetch Observations for the last n days where n is specified in the Datastream
v1l.0/Observations?
sfilter=phenomenonTime gt now() sub duration'PT1D' mul
Datastream/properties/fetchDays
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Flexible Data Models

Make it fit your use case

SoilSite

Location

Location

+id: <<idType>>
+ name: String

SoilSites
0.+

+id: <<idType>>

+ name: String

+ description: String

+ properties: JSONObject

Sensor

+ id: <<idType>>
+ name: String
+ description: String

SoilLayer

+ description: String

+ properties: JSONObject
+ encodingType: String

+ location: <<any>>

0.1

Locations ALocation
0.* 0..1

<
M .
Location

SoiILayerg
0.*

+id: <<idType>>

+ name: String

+ description: String

+ properties: JSONObject

SoilHorizon

SoilHorizons
0.+

| +id: <<idType>>

+ name: String
+ description: String
+ properties: JSONObject

SoilPlot + properties: JSONODbject
LocatedOn oo Rl e g ObservedProperty
0..1 +id: <<idType>> SoilPlot & R ElEY Sl —
"~ IsObservedOnLocation | * Na@me: String 2.1 ASensor +id: <<idType>>
p._*| + description: String -~ 1 +name: String
+ properties: JSONObject + definition: URI
o + description: String
PlotLoca{t)lo1 Datastreams Datastreams + properties: JSONObject
- 0.y y0-.~ AObservedProperty
ObservedProfile Datastream Datastreams 1
y0..1 0.*
. +id: <<idType>> B
SoilProfile So
IsDescribedByLayer SoilProfile name: Shing
0 S Ty e 0.1 + description: String
< > name: Stin -« 5 > + observationType: ValueCode Observation
g g atastreams 2
IsPartOf + Hostrtion: Sirng 0|t unitOfMeasurement
0.1 i : " | + observedArea Observations | + id: <<idType>>
piopsiiesTISONGhiec! + phenomenonTime: TM_Period [0..1] | 0. | + result: <<any>>
IsPartOf AisDescribedBy + resultTime: TM_Period [0..1] “Datastream | + phenomenonTime: TM_Object
0.1 0.* + properties: JSONObject 1 + resultTime: TM_Instant [0..1]
+ validTime: TM_Period [0..1]
_ . . Datastreamst *gafas"eams + resultQuality: DQ_Element [0..1]
:)sDﬁescnbedByHonzon E|a1SSOI|BOC|y 0. - + parameters: JSONObject
- Y- ObservationsA
SoilBody 0.
SoilBody
+id: <<idType>> 91 FeatureOfinterest

+ name: String
+ description: String
+ properties: JSONObject

<

All above entities have links to Location and Datastream,
but for clarity only half these links are shown.

Things
0.*

Thing (DB-View)

Thing
1

+id: <<idType>>

B STA 4 Soil

INSPIRE soil Model

Specialised Things
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+ name: String
+ description: String
+ properties: JSONObject

-
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FeatureOfinterest

+id: <<idType>>

+ name: String

+ description: String

+ properties: JSONObject
+ encodingType: String

+ feature: <<any>>
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Flexible Data Models

Make it fit your use case

Users Roles Role Sensor
I User
0.* 0.* _ ObservedPropel
username: Int64 < » rolename: Int64 id: Int64 [y
userpass’AStrinq description: String Sensors | ame: String id: Int64
: properties: Object > description: String name: String
156’ sie encodingType: String definition: String
1 metadata: String description: String
UserProjectRoles UserProjectRoles properties: Object properties: Obiect X
] S I A 4 G eo I ecC h 0.4 lo Project sensorType: String Roservedproperty FeatureOfinterest | FeatureOfinterest (View)
. 1 Project 1 >
UserProjectRole ) Se"s°1’ 7 id: Int64
. id: Int64 name: String
id- UserProjectRoles <« e o
H S Inte 0.* name: String Projects description: String
a I I l p I n g > description: String 0.* Datastreams Datastreams encodingType: String
Projects| properties: Obiect Oy ¥ Observations feature: GeoJson
Things " Projects’ Projects Datastream O- properties: Obiect
o 0.* 0. Datastreams Datastream Observation
H A Thing e (0 id: Int64 }\*
I n e a r istoricalLocation W; ing (View) Thing Datast name: String > id: Int64
id: Int64 0. id: Int64 41—/’ alastreams | description: String Obse"’a“"’.“f phenomenonTime: TimeValue | RelatedObservations
f . time: DateTimeOffset name: String observationType: String resultTime: DateTimeOffset e BhPreparationProcedure
re e re n C I n g MistoricalLocations —>| description: String Batastreams | UnitOfMeasurement: e Umyped :> id: Int64
0.* Things | properties: Obiect 0.’ | observedArea: Geometry resultQuality: ANY S
0. phenomenonTime: Timelnterval validTime: Timelnterval cescripiion: sung
e (STLE RelatedDatastreams . link: String
Locations properties: Obiject 0.% parameters: Object T
wO-- resultTime: Timelnterval Observations prope-rt i, bbiect
Location Locations 0.+ broperties: Jbled
i BhCollarThing BhFeatureOfinterest BhPreparationProcedure
id: Int64 < 0.1y 0.1 BhPreparationSteps
: Stri id: Int64 BhCollarThings BhSamplin
name: Strlnq ] » N e 0.* ping BhFeatureOfinterest "
description: String Locations BhCollarThings | description: String inich ole E}hFeatureOﬂnterest BhPreparationStep
encodingType: String 0.* 0.*| name: String ) at'F’osition' N k -+ id: Int64 .
location: GeoJson properties: Obiect Eh1C°"a’Th'"9 descriptioﬁ' S ghfampﬁﬂg description: String BhPreparationSteps id: Int'64' )
properties: Obiect BhCoIIarThingA : e - - encodingType: String BhSamples 0..*| description: String
A 1 fromPosition: Decimal X 0.. Jink: String
ocations e S feature: Geometry ey
- i Daran'\eter' Obiect ey (Dzeie] e
BhTrajectoryThings BhTrajectoryThings BhSampluagf o K lengthUom: String F’mnemes‘ leect
0.4 X 5, positionUom: String name: Sting time: DateTimeOffset
samplingLocation: Geometry RelatedFeatures I’l Cobio BhSampledFeatures
BhTrajectoryThing time: TimeValue 0.+ [[PoberiesElee ’ .
Ehae : recoveryPercentage: Decimal
id: Int64 | toPosition: Decimal |
o . I ) . BhFeaturesOfinterest
BhTrajectoryThings | description: String BhTrajectoryThing BhSamplings hSamplings 0.
0.*| lengthCore: Deci 0.1 0.
agthCore: Decimal
lengthHole: Decimal I - ) BhSampler _ .
name: String ?hTrajectoryThlng 0.1y Eh?ampllngPracedure BhFeatureType
offsetCore: Decimal BhSampler Y —
offsetHole: Decimal BhSamplingProcedure BhFeatu'eTY%ef id: Int64
properties: Object id: Int64 BhSamplers BhSamplingProcedure |- |ni6a | - jeﬂ"'f“’t!‘- Stg?q
uom: String description: String 0. 0.1 [ SR
link: String < » description: String name: String
e St link: String | properties: Obiect
i name: String
properties: Obiject : .
: properties: Obiect
samplerType: String - -

=
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Deployment
Every use case is different

B Tomcat
B Docker

® Docker images
https://hub.docker.com/r/fraunhoferiosb/frost-server
https://hub.docker.com/r/fraunhoferiosb/frost-server-http
https://hub.docker.com/r/fraunhoferiosb/frost-server-mqtt

B Docker-compose examples
https://github.com/FraunhoferlOSB/FROST-Server

B HELM charts (for deployment on Kubernetes)
https://github.com/FraunhoferlOSB/helm-charts
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https://hub.docker.com/r/fraunhoferiosb/frost-server
https://hub.docker.com/r/fraunhoferiosb/frost-server-http
https://hub.docker.com/r/fraunhoferiosb/frost-server-mqtt
https://github.com/FraunhoferIOSB/FROST-Server
https://github.com/FraunhoferIOSB/helm-charts

Deployment
Do it yourself

Install FROST Server in only 3 simple steps NOW!

B > wget https://github.com/FraunhoferlOSB/FROST-Server/blob/master/docker-compose.yaml
B > docker-compose up
B open http://localhost:8080/FROST-Server/v1.0

]
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Scalability

For when your data grows

|
Entity Entity Entity Entity
Changed Changed Changed Changed
/Datastreams
. /Datastreams(1)
1: Patch /Datastreams(1) [Thing(1)/Datastreams
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Performance
A few numbers

B Hamburg

® High volume:
~2000 - 5000 per second

W Short retention ~1 Week

B Running on an auto-scaling Kubernetes cluster in Azure
B Air Quality Demo

® Low volume: 12000 per hour

® Long retention -» ~700M Observations

® Running on one node in our test Kubernetes cluster (On a SSD disk)

]
Page 14 21.07.2023 © Fraunhofer I0SB FROST History % Fraun hofer

and Features 105B



Air Quality
Outdoor, but indoor also works

e AirQuality

files I 2. .
~700M Observations I AEER TR | S, B - '“m"d
after 2018 P e SGum ¢ ol p

https:/apidinspire.k8s.ilt-dmz.iosb.fraunhofer. de/servlet/|5/127/

© Fraunhofer IOSB FROST History % FI"aU n hOfer
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https://api4inspire.k8s.ilt-dmz.iosb.fraunhofer.de/servlet/is/127/

Rivers in Baden-Wurttemberg
Locations can also be lines or polygons

B ~20000 Rivers and
streams

= F

A

ard R b
=" | Leaflel | Map data ® OpenStreetMap contributors, CC-BY-5A, @ LUBW

]
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https://api4inspire.k8s.ilt-dmz.iosb.fraunhofer.de/servlet/is/107/

Urban Data Plattform Hamburg
Our first large user

iZ Themen # Werkzeuge W Legende ¥ Kontakt Suche Adresse, Stadtteil, Themen, Flurstiick Q 9

L ¥ T N 2 S ow ]
Do e A St | =
AuRenalster ®

Elektro Ladestandorte Hamburg

L Ty}

B Car charging stations

B Bike lending stations
B |ive Traffic Light Status

-
P = A
rrrrrr g B Ly ] Name: E-Ladestation DE*SNH*E234 I
Eigentimer: Stromnetz Hamburg I

Daten Verflgbarkeit Auslastung AuBer Betrieb

< Freitag

W Auslastung T
| B

Am’iﬂqﬂ
r,

3 <
N SR

e l.\npm,‘;-b;a A R Mhai =
‘quartier SR
= = -n.
i, e S,
" = HAFENCITY.

Pl Car Primary Signal (beta).
B ichtbar ab MaBstab 1:5000

Cyclist primary signal (beta) b o NORDER
Sichtbar ab MaBstab 1:5000 Vi /;” y-3 - ELBE
Pedestrian primary signal (beta) nformation Und Vermessung  §  Kartenunstimmigkeit § Masterportal V. 2.21.0

Sichtbar ab MaBstab 1:5000

Y/ Car detector (beta)
8 Sichtbar ab MaBstab 1:5000

Bus request (beta):
Sichtbar ab Mafstab 1:5000
Bus checkout (beta):

Sichtbar ab Mafstab 1:5000

| Masterportal V. 2250

]
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https://geoportal-hamburg.de/geo-online/?Map/layerIds=19968,23219,23214,23221,23216,23212,23210&visibility=true,true,true,true,true,true,true&Map/center=[565060,5935349]&Map/zoomLevel=8&uiStyle=simple

STA plus

A new Data Model Extension

B STA For Citizen Science

B Currently under vote
https://docs.ogc.org/DRAFTS/22-022.html

B Adds

Page 18

Project
License
Group
Relation

Party

21.07.2023 © Fraunhofer IOSB

class 5TAplus Sensing Entities /J

+party |0..1 +party

Sensor

Party

+ descipti
+ aguthld aracterString [0..1]

+ role PertyReleCode = individusl
+ displayName

CharaciesString [0..1]

aracterString [0..1]

sparty | 0.1 +party | 0.1

+sensor 1

+datastreams  0.°

+datastreams 0.°

+datastreams

License

attrib

n :URI

sracterString
CharacterString [0..1]

CharacterString [0..1]
utionText :CharacterString [0..1]

0.~

+datastream

«Codelists
ValueCode

a

+thing | 1
Thing +things
1
+things | 0.*
+locations | 0.
Location
+lzcation
1.

1

0.1 +license

Observation

+featureCfinterest

+gbservations | 0.7

FeatureOfinterest

+projects| 0.°
Project
+ name :CharacterString
+projects | + :CharacterString
0| ]
+ haracterString
s CheracterString [0..1]
. + oeationTime :TM_Instant
*lioznse +projedts| + startTime ~Th_Instant [0.1]
o-|* =ndTime TM_Instant[0.1]
a1 |+ url URL[D
+ properties :JSON_Object [0..1]
+projects | 0.7
+groups 0.7 *groups | 0.7
Group
+groups |+ sracterString
+ aracterSiring
0.*|+ purpose CheracierString [0..1]
+ endTime :TM_Instant [0..1]
+groups | + i ‘TM_Instant
.|+ termsOfUse :CharacterString [0..1]
0.7 4 privacyPolicy aracterString [0..1]
+ properties .JSON_Object [0..1]
+ dataQuality :JSON_Object [0..1]
+groups | 0.7
+relations | g =
Relation
+subject +subjects "
0.=
+objedts |+ properties :JSON_
Y 0.~ constraints
K [count{object)+count{esxtemnal Objecti==1}

C ject)= 0: requires to use externalCbject to
express relation to subject.

count{object) = 1: expresses a relation between two
cbservations using the role.
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https://docs.ogc.org/DRAFTS/22-022.html

Fine-Grained security
A very fresh feature

B User A can only insert Observations in B Can a User

certain Datastreams ® Create Entities of EntityType-X

B User B can edit entities linked to a certain (new Observations)

Project . . .
® Link new Entity-X to Entity-Y

B normal users can only read non-restricted (new Observation in DS-1)

data
B Update properties of Entity-X
(Patch/Put Observation-1)

® Change a link of Entity-X
from Entity-Y1 to Entity-Y2
(Move Observation-1 from DS-1 to DS-2)

W Delete Entity-X

]
Page 19 21.07.2023 © Fraunhofer I0SB FROST History ﬁ Fraun hofer

and Features 105B



A Fine Grained Security Prototype

Your use case is probably different!

Observation

—
5 - User ﬁ
ser sers
1| + username: String 0.* e
+ userpass: String et +id: <<idType>>
+ name: String
+ id: <<idType>> + definition: URI
Global-Admin Omly/ + name: String + description: String
+ description: String + properties: JSONObject
+ properties: JSONODbject A
; - Ob: dP rt
UserProjectRoles UserProjectRoles Role Roles + encodingType: String b servedrroperty
0.%y NS 1y vO- + metadata: <<any>> Datastreams
: ASensor 0.*
UserProjectRole Role 1 Y
o - Datastreams Datastream
+id: <<idType>> + rolename: String 0.*
- A + description: String > +id: <<idType>>
UserPrOJectRo[I]ei + properties: JSONObject + name: String Observations
= + description: String _ 0.>
) . | + observationType: ValueCode "Datastream =
Thing Datastreams | + unitOfMeasurement 1
1 0..*| + observedArea
. . + phenomenonTime: TM_Period [0..1]
> Pepject - — > ing + resultTime: TM_Period [0..1]
Project| , iy <<idType>> OPr?Jects Thlrégf T e + properties: JSONObject
+ name: String - | + name: String
+ description: String + description: String
+ properties: JSONObject + properties: JSONODbject ?hings HistoricalLocations
AQ..* Things 1.* 0.*y
. Locations 0.."y . ; s
Xte nae HistoricalLocation
D t M d I Location +id: <<idType>>
a a O e +id: <<idType>> +time: TM_Instant
+name: String HistoricalLocationsA
. W k . P + description: String 0.*
O r [ n I’O g re S S + properties: JSONObject Locations
+ encodingType: String 1.*
Not yet easy to set up b )
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+id: <<idType>>

+ result: <<any>>

+ phenomenonTime: TM_Object
+ resultTime: TM_Instant [0..1]

+ validTime: TM_Period [0..1]

+ resultQuality: DQ_Element [0..1]
+ parameters: JSSONObject

ObservationsA
0"l

FeatureOfInterest
y1

FeatureOfinterest

+id: <<idType>>

+ name: String

+ description: String

+ properties: JSONObject
+ encodingType: String

+ feature: <<any>>
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What do we Offer
The Source is Open

B Partner in European projects
B On-Line & On-Site

® Introduction to SensorThings API

® Data Modelling your use case

M Setting up FROST
B Technical Support

B Custom extensions

Page 21 21.07.2023 © Fraunhofer 0SB

FROST History
and Features

Z Fraunhofer

10SB



Contact

Dr. Hylke van der Schaaf
Information Management and Production Control
hylke.vanderschaaf@iosb.fraunhofer.de

Fraunhofer-Institut fir Optronik, Systemtechnik und Bildauswertung IOSB
FraunhoferstraBBe 1

76131 Karlsruhe, GERMANY

www.iosb.fraunhofer.de

~ Fraunhofer

10SB

EENEEERN
EREEEEEN
EEEEEERERFS

EEEEEN

HEEE EEEEREEERENNS
EEERENEEE EmEDR
mEEE ENEEEEEEEEEN
EEEN AN EEEEREEN
" EEENR EEEEEEEEEE
EEEEEE _N
EEEEEN
| | EREEEE
] m
EEEE
EEN
I N NEE
L | W
LY - EED
. m
L
EEE n
i EEEEENEENEN H E EEEEE EEE 2]
| | ERENEEENENEEEEE EHEOEES H
i EEENN NEERNEENEE EENENE EE®
L] E FEENEEERENEE ENEEE
IS ENEENEENEEEEEEEENEE
SN ER EEE EEREESN
EEEEREEEEREE EEE -
= = =t



	Slide 1
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22

